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Agenda

* Program update

 Army Futures & Concepts Center — Requirements for Light Tactical & Combat
Vehicle Electrification

* Microgrid/export power working group

* The role of cybersecurity in commercial and military vehicle
technology development
* Panel discussion on issues and opportunities
* Michael Dudzik, IQM Research Institute
 Jeff Jaczkowski, U.S. Army/GVSC

* Brad McNett, U.S. Army/GVSC
* Mark Zachos, DG Technology

* Upcoming HTUF events
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Current HTUF Focus Areas

M Informing U.S. Army Futures Command’s Tactical & Combat Vehicle

Electrification Requirements

v' Commercial industry engagement & education

I Vehicle cybersecurity
v' Identify barriers and key issues related to cyber vulnerabilities in the vehicle
supply chain
 Microgrid/Export Power Working Group

v’ Increase technology development and industry engagement in export power
and its relationship to the development of microgrids
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1 Army Tactical & Combat Vehicle Electrification
(TaCV-E)

e Futures & Concepts Center (part of Futures Command) drafting
requirements for electrification of light- and medium-duty tactical and
combat vehicles; first platform will be Light Reconnaissance Vehicle

 HTUF/CALSTART supporting industry engagement activities, connecting
with ongoing GVSC work

 First activity is “Industry Day” on October 20 — opportunity for commercial
industry to learn about process and basic requirements

* Will lead to follow-up “One-on-One” meetings with industry stakeholders
* Knowledge gained will inform full requirements to be published in 2021
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Army Tactical & Combat Vehicle Electrification
(TaCV-E) — Industry Day, October 20

* Virtual event — 3pm Eastern time

* Futures & Concepts Center will present
their vision and timeline for developing
requirements & demonstrations

* Audience will have opportunity to ask
guestions

* Information will be given on steps for
industry to schedule one-on-one
meetings with Futures & Concepts Center
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Army Tactical & Combat Vehicle Electrification
(TaCV-E)

Capabilities/Benefits Sought by Electrification

e Extend Endurance and Operational Reach
v Reduce Liquid Fuel Reliance
v’ Greater Reliability
v’ Simplified Maintenance
v’ Less Spare & Repair Parts
v Smaller Support Areas

* Enhance Platform/Unit Survivability
v" Silent Drive/Mobility
v Reduce Audible & Thermal Signature
v’ Extended Silent Watch

e Offers Required Power For Future Lethality & Protection Systems
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Power Export and Microgrid Working Group
Focus on grid resiliency at Military bases

Identify key vehicles ideal for electrification which
will not hinder operations and can be used for
power export

Develop protocols for power export
* Volt/VAR Power Factor Improvements
* Fast Frequency Power Regulation

* Peak Load Shedding
* Short-term power outage (Brown Out)
* Long-term power outage (Black Out)

Microgrid integration planning and analysis
roadmap development

Jared Schnader e, —

CALSTART P
Program Manager
(205) 515-8752 .

jschnader@calstart.org
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HTUF Export Power and Microgrid Working Group

* Current discussions focused on:

* Next generation military power grid: open interoperability
standards

* Next generation electric power & vehicle-to-grid/vehicle-to-
vehicle power distribution

* Level-setting between Military and Commercial technologies and
goals

* Important applications for export power and microgrids in military
settings
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Panel discussion — Vehicle Cybersecurity

Jeff Jaczkowski - o
Michael Dudzik — Associate Director, GVSC i Mark Zachos -
President, IQM Ground Systems Cyber Brad McNett — Senior President, DG
Research Institute Engineering Program Advisor, Technologies

Commercial & Other
Gov’t Agencies, GVSC
Ground Systems Cyber
Engineering, HTUF

Program Manager
10




Shared DoD, Commercial Vehicle, Fleet Operator EQM
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Cyber Physical & Vehicle Operational Technology Problem ™

Vehicle Cyber Physical Growing Interconnected Digital Content of Vehicles Operational Technology
Between OEM, Tiers and Fleet Operators

e 2005 — 2015 Era of Digital Electronics Growth
- CAN, J1939 GPS, 3/4/5G, Digital Architectures

e 2016 + New Powertrains & Software Apps
- Over the Air Updates, Autonomy
- Back Office Integrated Logistics Software
- Advanced Telematics

DoD Vehicles and Freight Shipment Services

Share Embedded & Operational Technology Issues
With Commercial Industry Counterparts




Vehicle Cyber-Physical Threat & Risk Response

Threat Complexity

e Level | — Hacker Threat

* Hacker Pathways — Wireless, OBDII, Embedded
* Protection of Driver Generated Data

 Level Il = Unknown/Unknown Threat

* Evolution of new Open Architectures and subsystems
* Design, manufacture, aftermarket, infrastructure

e Level Ill — Nation State Attack

* Involves Unclassified & Classified Information (TS + level)

Risk Mitigation Options
e Status Quo — Do Nothing!

* Buy Insurance - Expensive
e HW & SW Security By Design

* Leverages Global Industry Development + DoD Specific Problems
* Responsive to Government Needs - Army Cyber, NSA, Other DoD, DHS

Threats — Malware, Counterfeit Components, & Intrusion

9/16/2020 12



Vehicle Cyber Workforce Education Issues

Severe Shortages University & College Student Grand
within Cybersecurity Education Limitations Challenges
Workforce

NSF R-1 Sponsored Programs
Curriculum Planning & Content

Laboratory Equipment

The Vehicle Cyber Security Workforce is Stressed for Solutions

9/16/2020 13



CYBER SECURITY AND THE
COVID-192 PANDEMIC

A

INTERNATIONAL:

Mark Zachos
Founder and President - DG Technologies
Chairman — SAE Diagnostics and Security Standards Committees

Chairman — ATA/TMC Cyber Security Task Force

G TECHNOLOGIES COPYRIGHT 2020 DG TECHNOLOGIES



Threat Landscape

« Who are the adversaries?

* Naftion States and Advanced
Persistent Threats (APTs)

* Terrorism
« Hacktivist
 Criminal elements (theft and ransom) 8
« Corporate espionage

* Vehicle operators (anyone with
physical access)

TECHNOLOGIES COPYRIGHT 2020 DG TECHNOLOGIES

Vehicle Network Solutions



Billionaires Innovation Leadership Money Business

Zoom Gets Stuffed:
Here’s How Hackers Got
Hold Of 500,000

Passwords
WHY PHISHING SCAMS WAIT FOR IT THERE IT IS
DT Davey Winder Senior KEEP WORKING
: Cybersecurity - e
Enter Enter
I report and analyse brea your bank your bank yoﬁgtggnk
account Sccount
number.

account
number. ‘jE!IIb

Dilbert.com DilbertCartoonist@gmail.com
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Digital Lock-Down: “SAFE STATE” practices
Stopping the spread of computer viruses

Digital viruses can spread much like the physical ones.
THE MOST IMPORTANT PRACTICE: REGULAR SYSTEM BACKUPS!!!

e Test for Viruses: enable Windows Defender scans

* Good hygiene: Use Strong Passwords

* Inoculate: Keep your systems and software up to
date

* Lock down: Secure your WiFi access point; Utilize a
virtual private network (VPN)

* Quarantine: Don’t mix personal and work email

* Contact tracing: Digital Signatures (https)

* Flatten the curve: Continuous team training

TECHNOLOGIES COPYRIGHT 2020 DG TECHNOLOGIES

Vehicle Network Solutions
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IMAGINATION - ACTVUALLY HAPPEN:
HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS RUILD A MILLION-DOULAR DRUG HIM AND HIT HIM WITH
CLOSTER TO CRACK IT- THIS $5 WRENCH UNTIL
Uog6 -BIT RSAL GOT T,

BLAGT! OUR /

EVIL PLAN

1S FOILED! ™

https://xkcd.com/538/
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Questions?

Please use the Questions function to submit a question to panel
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Upcoming HTUF Events

* October 20, 1pm Eastern — HTUF 20t"
Anniversary — Program origins, rationale
& successes

* October 20, 3pm Eastern — Vehicle
Electrification Industry Day

Separate registrations required — info
available September 25

https://calstart.org/projects-htuf-aspx/



https://calstart.org/projects-htuf-aspx/

7N
AN [oEveom
- SYSTEMS CENTER

High-Efficiency Truck Users Forum

Thank you for participating!

Please send your questions, comments & suggestions to:
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Steven Sokolsky

ssokolsky@calstart.org 338
(626) 744-5604
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